Best Practices for OUAI Case Evidence

This document provides an overview of information that may be available in academic integrity
cases and clarifies what data may be accessible to faculty directly, what information requires
administrative or cross-office coordination to retrieve, and what limitations apply to each source.

The goal is to support a consistent understanding among TLOS, the Office of Undergraduate
Academic Integrity (OUAI), and instructional faculty regarding the availability and appropriate
use of system-generated data, as well as the role of TLOS in retrieving and explaining that data.

Because system logs capture technical system events rather than context or intent,
interpretation of these records may be limited. This document therefore also outlines the
boundaries of interpreting system-generated data.

The sections below describe common sources of system-generated information that may arise
in academic integrity cases and explain the limitations that may affect how those records are
interpreted.

The sections below are organized into the following areas:

Canvas Activity Logs

Other Evidence Sources

Requests for Interpretation of Canvas or System Data
Limitations of Post-Event Log Interpretation
Recommended Preventative Practices
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Key Principles:

The following principles frame how system-generated data should be understood and used in
the context of academic integrity reviews:

e Information relevant to academic integrity cases may come from multiple sources,
including Canvas, proctoring tools, and other institutional systems.

e Different types of data have different access restrictions, technical limitations, and levels
of usefulness in an academic integrity review.

e System-generated records may provide contextual information but cannot by themselves
establish intent or conclusively reconstruct student behavior.

e TLOS can explain how systems work and what available records do or do not show, but
evaluation of evidence remains with the instructor and/or OUAL.

e Some system records are maintained or retrieved by other university offices (e.g., NI&S)
and may require cross-office coordination to obtain.

Canvas Activity Logs

The table below summarizes what data faculty may see directly in Canvas, what data requires
administrative or technical support to retrieve, and whether each type of data is appropriate for
use in academic integrity determinations.



Instructure’s documentation for the Canvas tools listed below consistently states that these
features are not intended to validate academic integrity or identify cheating. Detailed
explanations and technical limitations for each tool appear in the sections that follow.

Canvas Activity Logs

Feature Who can access | Instructure documentation Appropriate for Academic Integrity
Investigations?
Quiz Logs Teachers How do | view a quiz log for a No. Instructure states, “Quiz logs are not
student? intended to validate academic integrity or
identify cheating for a quiz.”
New Quizzes: How do | use
the Moderate page in New
Quizzes?
Quiz Logs: New How do | use the Moderate No. Instructure states, “Quiz logs should
Quizzes age in New Quizzes? not be used to validate academic integrity
Multi-Session Details | Log access - or identify occurrences of cheating.”

Canvas Admins
(Optional setting in
New Quizzes per
quiz)

Admin Only: How do | view
multi-session details in New
izz n admin?

Canvas Course Teachers

Analytics

How do | view Course
Analvytics in a course as an
instructor?

What is Course Analytics?

No. Instructure states, “Page view data
should not be used to assess academic
integrity.”

Page View Logs Canvas Admins

How do | view the page views

for a user in an account?

Instructure states, “Page view data should
not be used to assess academic integrity”
and “ The data is a best-effort attempt and
is not guaranteed to be complete or
entirely accurate. It is intended for use in
rollups and aggregate analysis, rather than
in isolation for auditing purposes or other
high-stakes analyses involving individual
users or small samples.”

Page view data may indicate that a user
accessed Canvas or a specific course
page during a general time window.
However, page view logs record page
loads rather than verified user actions and
do not capture a student’s click-by-click
navigation or progression through course
content or assessments. Because page
view data may be incomplete and can be
affected by factors such as mobile device



https://community.instructure.com/en/kb/articles/661037-how-do-i-view-a-quiz-log-for-a-student
https://community.instructure.com/en/kb/articles/661037-how-do-i-view-a-quiz-log-for-a-student
https://community.instructure.com/en/kb/articles/661091-how-do-i-use-the-moderate-page-in-new-quizzes
https://community.instructure.com/en/kb/articles/661091-how-do-i-use-the-moderate-page-in-new-quizzes
https://community.instructure.com/en/kb/articles/661091-how-do-i-use-the-moderate-page-in-new-quizzes
https://community.instructure.com/en/kb/articles/661091-how-do-i-use-the-moderate-page-in-new-quizzes
https://community.instructure.com/en/kb/articles/661091-how-do-i-use-the-moderate-page-in-new-quizzes
https://community.instructure.com/en/kb/articles/661470-how-do-i-view-multi-session-details-in-new-quizzes-as-an-admin
https://community.instructure.com/en/kb/articles/661470-how-do-i-view-multi-session-details-in-new-quizzes-as-an-admin
https://community.instructure.com/en/kb/articles/661470-how-do-i-view-multi-session-details-in-new-quizzes-as-an-admin
https://community.instructure.com/en/kb/articles/660625-how-do-i-view-course-analytics-in-a-course-as-an-instructor
https://community.instructure.com/en/kb/articles/660625-how-do-i-view-course-analytics-in-a-course-as-an-instructor
https://community.instructure.com/en/kb/articles/660625-how-do-i-view-course-analytics-in-a-course-as-an-instructor
https://community.instructure.com/en/kb/articles/662739-what-is-course-analytics
https://community.instructure.com/en/kb/articles/661560-how-do-i-view-the-page-views-for-a-user-in-an-account
https://community.instructure.com/en/kb/articles/661560-how-do-i-view-the-page-views-for-a-user-in-an-account

Canvas Activity Logs

Feature

Who can access

Instructure documentation

Appropriate for Academic Integrity
Investigations?

behavior, caching, or network conditions, it
should not be used as the sole or primary

evidence in academic integrity
investigations.

Because the summary table above is intended for quick reference, the vendor guidance is
repeated in the detailed sections below so that each tool description can be read independently.
The sections below provide additional detail about what each tool records, its technical
limitations, and why it is not appropriate for use as primary evidence in academic integrity
determinations.

Quiz Logs

Canvas provides quiz activity logs for both Classic Quizzes and New Quizzes. These tools are
designed primarily for troubleshooting and operational review, not forensic validation.

Classic Quizzes
What It Is

Quiz Logs in Classic Quizzes provide a timestamped record of system events during a student’s
quiz attempt, such as viewing or answering questions, navigating between questions, or
triggering system-generated actions like autosaves.

The tool is designed primarily to help instructors troubleshoot reported technical issues and
review quiz behavior.

Who Can Access
Teachers
Instructure Documentation

How do | view a quiz log for a student?

Vendor Guidance on Academic Integrity Use

Instructure’s official documentation states:

“Quiz logs are not intended to validate academic integrity or identify cheating for a quiz.”



https://community.instructure.com/en/kb/articles/661037-how-do-i-view-a-quiz-log-for-a-student

“If you are looking to investigate potential academic integrity or cheating concerns, we
recommend that you first work with the academic affairs office, academic technology
office, or other office charged with handling academic misconduct matters within your
institution. They can share processes, guidelines, and approved institutional approaches
for investigating academic integrity issues that may or may not occur in an online
environment.”

“Note: Quiz logs should not be used to validate academic integrity or identify
occurrences of cheating.”

Technical Limitations
Auto Save Behavior
Instructure’s official documentation states:

“The quiz log may show Fill-in-Multiple-Blanks, Matching, Multiple Answers, and Multiple
Dropdown questions as being answered at the beginning of the quiz. This action is
generated by the autosave component within Canvas quizzes. If a student clicks to
answer another question, the quiz will autosave all the questions and show them as
being answered. Because of the autosave behavior, the quiz log does not include an
accurate log for Fill-in-Multiple-Blanks, Matching, Multiple Answers, and Multiple
Dropdown questions.”

Retention
Instructure’s official documentation states:

“Quiz logs are only retained for six months.”

New Quizzes - Quiz Logs
What It Is

New Quizzes includes a Change Log accessible through the Moderate page that records
detailed activity during a student’s quiz attempt. This log displays timestamps, question
interactions, session activity, and (with appropriate permissions) client IP address information. It
is intended to support review of quiz attempt behavior and troubleshooting of technical
concerns.

Who Can Access

Teachers



Instructure Documentation

How do | use the Moderate page in New Quizzes?

Vendor Guidance on Academic Integrity Use

Instructure’s official documentation states:

“Note: Quiz logs should not be used to validate academic integrity or identify
occurrences of cheating.”

Technical Limitations

Completion Time Discrepancy

Instructure’s official documentation states:
“The completion time on the log may differ from the time displayed on the Moderate
page by a few seconds. The time shown on the Moderate page is more accurate and
should be referenced when reviewing student attempts on timed quizzes.

Client IP Address Permission

e Only admins and instructors with the View the Client IP address permission can view the
Client IP address in the change log.

New Quizzes - Multi-Session Details
What It Is

Multi-Session Details is a teacher-enabled feature in New Quizzes that, when enabled for a
quiz, records whether a student accessed the quiz across multiple sessions.

Who Can Access

e Teachers must enable Multi-Session tracking within a New Quiz.
e Teachers can view session activity through the Moderate page.
e Administrative-level log review or retrieval requires Canvas Admin (TLOS) support.

Instructure Documentation

e How do | use the Moderate page in New Quizzes?
e Admin Only: How do | view multi- ion details in New Quizz n admin?



https://community.instructure.com/en/kb/articles/661091-how-do-i-use-the-moderate-page-in-new-quizzes
https://community.instructure.com/en/kb/articles/661091-how-do-i-use-the-moderate-page-in-new-quizzes
https://community.instructure.com/en/kb/articles/661470-how-do-i-view-multi-session-details-in-new-quizzes-as-an-admin

Vendor Guidance on Academic Integrity Use

Instructure’s official documentation states:

“Quiz logs should not be used to validate academic integrity or identify occurrences of
cheating.”

Technical Limitations
Instructure’s official documentation states:

“Only admins and instructors with the View the Client IP address permission can
view the Client IP address in the change log.”

Multi-Session Details must be enabled prior to a student’s quiz attempt. The feature cannot be
applied retroactively to attempts completed before it was enabled.

Retention period for New Quizzes logs is not specified in Instructure’s published documentation.
Technical Considerations Regarding IP Addresses
e |P addresses reflect network routing, not physical location.

e On-campus IP ranges represent general network zones, not specific rooms or devices.
e |P addresses do not confirm device ownership.

Canvas Course Analytics

What It Is

Canvas Course Analytics provides interactive views of student grades, weekly activity (page
views/participation), and individual performance to help instructors monitor engagement and
outcomes.

Who Can Access
Teachers

Instructure Documentation

e What is Course Analytics?
e How do | view Course Analytics in a course as an instructor?

Vendor Guidance on Academic Integrity Use

Instructure’s official documentation states:


https://community.instructure.com/en/kb/articles/662739-what-is-course-analytics
https://community.instructure.com/en/kb/articles/660625-how-do-i-view-course-analytics-in-a-course-as-an-instructor

“Because mobile page view data is based on device settings and network connection, it
may vary from the time the page views actually occurred. Page view data should not be
used to assess academic integrity.”

Technical Limitations

Data Refresh
Instructure’s official documentation states:

“‘Data is refreshed in Course Analytics every 8 hours. However, when the Course
Analytics feature option is first enabled, it may take up to 24 hours before the complete
data set becomes available. Make sure to also check the time data was last updated in
the course, as content may be outdated compared to recent course activity and student
submissions”. - How do | view Course Analytics in a course as an instructor?

Page View Logs
What It Is
Page Views logs track when a user views specific pages or screens in Canvas. It shows:

Which pages were accessed
When they were viewed
Who viewed them

Session and device info

It does not show edits, deletions, or actions taken on content — only views. It’s used to
understand user navigation and engagement, not content changes.

Who Can Access
Canvas Admin
Instructure Documentation

How do | view the page views for a user in an account?

Vendor Guidance on Academic Integrity Use

Instructure’s official documentation states:

“Because mobile page view data is based on device settings and network connection, it
may vary from the time the page views actually occurred. Page view data should not be
used to assess academic integrity.”


https://community.instructure.com/en/kb/articles/660625-how-do-i-view-course-analytics-in-a-course-as-an-instructor
https://community.instructure.com/en/kb/articles/661560-how-do-i-view-the-page-views-for-a-user-in-an-account

Technical Limitations

Instructure’s official documentation states:

“The data is a best-effort attempt and is not guaranteed to be complete or entirely
accurate. It is intended for use in rollups and aggregate analysis, rather than in isolation
for auditing purposes or other high-stakes analyses involving individual users or small
samples.”

“Page Views data is generated from Canvas log files, not from a transactional database.
As a result, data may be lost or duplicated at various points in the process—though such
occurrences are uncommon.”

Page view logs record when Canvas loads a page or resource for a user. They do not capture
the specific actions a user takes within that page. Canvas does not track a student’s
click-by-click navigation, detailed interactions, or exact progression through course materials,
quizzes, or other assessments. As a result, page view logs cannot reconstruct a student’s
step-by-step behavior within a course.

Page view data may provide limited contextual information, such as indicating that a user
accessed Canvas or a specific course page during a general time window. However, a page
load does not confirm that a student viewed or interacted with the content after the page loaded.

Additional technical factors may also affect the completeness and accuracy of page view
records. Mobile applications, browser caching, background refresh behavior, and network
conditions can generate page view events that do not correspond directly to intentional user
actions, and in some circumstances activity may occur without generating a page view record.
For these reasons, page view logs should be interpreted cautiously and should not be used as
the sole or primary evidence in academic integrity determinations.

Other Evidence Sources

The table below summarizes additional sources of information that may be relevant in academic
integrity cases, including proctoring tools and institutional authentication or network logs. Unlike
standard Canvas activity logs, these sources may involve third-party integrations or coordination
with other institutional offices (e.g., NI&S or SIS). In some cases, instructors may be able to
view information directly within Canvas; however, exporting, downloading, or formally retrieving
data may require administrative support or coordination through the OUAI case process. The
availability, precision, and appropriate use of this information varies by system.



Other Evidence Sources

Evidence Who can access Appropriate for Academic Integrity Investigations?
IP Addresses Canvas No. IP addresses can only be tied to a range that covers a general
Admins/NI&S location on campus (for example, the residential side of campus or the
academic side). See Finding |IP Addresses at Virginia Tech.
Eduroam Logs NI&S Unclear. While NI&S can search for eduroam connections to Wireless

Access Points (WAPs) from a student’s device, determining the exact
room may not be possible. The student’s device may connect to
multiple wireless access points above or below the testing room; this is
common.

Respondus Videos
(Canvas Quiz)

Canvas Admins

Yes. Viewable by teachers in Canvas; export/download requires
Canvas Admin and OUAI case request.

Respondus Videos
(ALEKS)

Math Admins +
Jess

Yes. Viewable by admins in ALEKS; export/download requires Canvas
Admin and OUAI case request.

Respondus Videos
(Hawkes)

Pamplin Admins
+ Jess

Yes. Viewable by admins in Hawkes; export/download requires Canvas
Admin and OUAI case request.

IP Addresses

e Obtained by Canvas Admins based on Canvas Quiz URL + student PID
e |P addresses will map to a general location on campus, not a room/building. Examples:
Residence Hall NAT

Academic NAT
Guest NAT

Eduroam Logs

e NI&S can check the Wireless Access Point (WAP) connections from a device connected
to a student’s eduroam account during a certain time frame.

e They typically can confirm if the student’s device was in a particular building, but not a
particular room; it's technically possible for a device to connect to an access point below
or above the room.

Respondus Videos

e Respondus video download requests can be made by instructors using the LockDown
Browser LTI in Canvas sites, but these requests are always rejected by TLOS. The
faculty is directed to the OUAI to open a case first.



https://4help.vt.edu/sp?id=kb_article&sysparm_article=KB0011127

e Once a case is open, if video evidence is needed, the download requests should come
to TLOS from the OUAI case manager.

o The OUAI case manager will create a case folder on the Academic Integrity
SharePoint Drive.

o A TLOS Canvas Admin will re-request the video and download it into the case
folder.

o The OUAI case manager will then upload the video to the case file (on the
Maxient system).

Other Topics

e Respondus Bans
e Students requesting assistance from IT/TLOS for interpretation

Respondus LockDown Browser Bans

Respondus LockDown Browser may automatically apply a temporary ban when the software
detects activity that violates its testing environment requirements. These bans are generated by
Respondus and are not determined by TLOS.

When a ban occurs, the student may be prevented from launching LockDown Browser until the
restriction is reviewed and lifted. TLOS may coordinate with Respondus to request removal of a
ban so that the situation can be reviewed and the student can resume testing if appropriate.

A detection indicates that LockDown Browser identified activity outside the permitted testing
environment. However, a detection does not determine intent and does not independently
confirm academic misconduct.

For detailed information about what a Respondus ban means, common causes of detections,
and the process for requesting review or removal of a ban, see:

Respondus LockDown Browser Ban Process and Guidance

Requests for Interpretation of Canvas or System Data

TLOS may receive requests from students or instructors seeking clarification or interpretation of
Canvas activity logs, quiz logs, proctoring data, or other system-generated records in
connection with an academic integrity concern.

TLOS can:

e Explain how a tool functions from a technical perspective
e Describe what a particular log records and what it does not record
e Retrieve available system data when requested through the appropriate process


https://virginiatech.sharepoint.com/sites/undergraduate/AI/Projects/Forms/AllItems.aspx?id=%2Fsites%2Fundergraduate%2FAI%2FProjects%2FAmanda%2DInterim%2FTLOS%20Videos&viewid=d81b957d%2D319b%2D4afa%2Dbb30%2D97422a6cb16f
https://virginiatech.sharepoint.com/sites/undergraduate/AI/Projects/Forms/AllItems.aspx?id=%2Fsites%2Fundergraduate%2FAI%2FProjects%2FAmanda%2DInterim%2FTLOS%20Videos&viewid=d81b957d%2D319b%2D4afa%2Dbb30%2D97422a6cb16f
https://docs.google.com/document/u/1/d/1S5Cp2Y444J0XJM1YvXhMHEbHtip6TADzOHctdQoPFQI/edit
https://docs.google.com/document/u/1/d/1S5Cp2Y444J0XJM1YvXhMHEbHtip6TADzOHctdQoPFQI/edit

e Clarify documented system limitations
TLOS cannot:

Interpret data as evidence of cheating or misconduct

Infer student intent, behavior, or decision-making from system logs
Provide opinions regarding the outcome of an academic integrity case
Serve as a withess or advocate in support of either party

Canvas activity logs and related system records are operational data sources and often include
documented limitations (e.g., autosave behavior, delayed refresh intervals, best-effort logging).
TLOS can explain these technical behaviors but does not provide forensic interpretation of
student actions.

Evaluation of evidence and case determinations remain the responsibility of the instructor
and/or the Office of Undergraduate Academic Integrity (OUAI), in accordance with university
policy.

Limitations of Post-Event Log Interpretation

Retrospective interpretation of Canvas activity logs, quiz logs, network data, or proctoring
records can be inherently difficult. System logs capture technical events such as page loads,
autosaves, timestamps, and session changes. They do not capture context, intent, or the full
circumstances surrounding a testing environment.

In many cases, the same set of technical data may be consistent with multiple explanations. Log
records may appear to support differing interpretations, and it is often not possible to determine
events with absolute assurance based solely on system-generated data. Documented system
limitations such as autosave behavior, delayed refresh intervals, best-effort logging, and network
routing variability further complicate definitive conclusions.

Tools such as Canvas quiz logs, page view records, network logs, and other system-generated
data reflect technical system events rather than verified user behavior. While these records may
provide limited contextual information about system activity, they do not capture the full
circumstances of a student’s environment or actions and cannot reliably reconstruct a student’s
step-by-step behavior within a course or assessment.

For these reasons, Canvas activity logs and related system records are not designed to
function as forensic tools or definitive evidence of student behavior.

Recommended Preventative Practices
Because system logs provide limited insight into the full context of an assessment, preventative
practices in assessment design, communication, and testing procedures can help reduce

situations that later require interpretation of system data. Examples may include:

Assessment Design



e Setting reasonable time limits and availability windows for quizzes or exams
e Using question banks so that students receive different combinations of questions
e Randomizing question order and answer choices where appropriate.

Assessment Expectations and Policies

e Establishing and communicating clear testing expectations in advance
e Clearly defining collaboration policies and permitted materials for assessments
e Providing written guidelines regarding device use or permitted materials

Testing Environment Procedures

Requiring students to submit assessments before leaving a testing environment
Requiring students to confirm that an assessment has been successfully submitted (for
example, by verifying the Canvas submission confirmation screen) before leaving the
testing environment

e Using sign-in and sign-out procedures when students leave a proctored space

Preparation and Technical Readiness

e Providing practice quizzes so students become familiar with testing procedures and

technology
e Reviewing quiz configuration settings (e.g., time limits, availability windows, attempts,
and access controls) prior to deployment

Responding to Technical Issues

e Encouraging students to report technical issues during an assessment immediately so
they can be addressed while the assessment is still active
e Providing students with clear instructions on what to do if a quiz freezes or a browser

error occurs during an assessment
e Advising students to use a stable internet connection and avoid switching networks

during an assessment when possible

Thoughtful assessment design, clear expectations, and well-defined testing procedures often
provide more reliable safeguards than retrospective interpretation of system logs.

Additional Resources
For additional guidance on designing and configuring assessments in Canvas, see:

e Creating Quizzes in Canvas —
https://vtdhelp.service-now.com/sp?id=kb_article&sysparm_article=KB0012946

e Designing for Online Assessment —
https://vtdhelp.service-now.com/sp?id=kb_article&sysparm_article=KB0012946#QuizDe

sign



https://vt4help.service-now.com/sp?id=kb_article&sysparm_article=KB0012946
https://vt4help.service-now.com/sp?id=kb_article&sysparm_article=KB0012946
https://vt4help.service-now.com/sp?id=kb_article&sysparm_article=KB0012946#QuizDesign
https://vt4help.service-now.com/sp?id=kb_article&sysparm_article=KB0012946#QuizDesign
https://vt4help.service-now.com/sp?id=kb_article&sysparm_article=KB0012946#QuizDesign
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